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Top 50 CAu Hol PHONG VAN SysTEM DESIGN

( Hay qdp nhat trong cdc budi phong van )

KHAI NIEM NEN TANG ]

@ System Design La gi?
* La qua frinh thiét ké cac hé thong quy mé Lon, dang tin

cdy, hiéu qua va de bdo tri nham dap {mq cac yéu cau chic
ndng va phi chic ndng.

@ Yéu cau chic ndng vs phi chic ndng?
* Functional (chirc néing): M ta hé thang lam gi. (VD: ddng
nhdp, upload file)
* Non-Functional (phi chic ndng): Mé ta hé thdng hoat dong
16t ra sao. (VD: Scalability, Availability, Security)

(3) Scalability (kha ndng mé réng)?
* Kha ndng hé thdng xix Ly duoc khai Luong cdng viéc nqay
cang tang bﬁng cach bod sung thém tai nguyén.

@ Horizontal vs Vertical Scaling?
* Vertical Scaling (Scale Up): Téng sitc manh (CPU, RAM)
cho chinh may dang cé.
* Horizontal Scaling (Scale Out): Thém nhiéu may méi de

chia tai.
(5) Load Balancer? =
* Phdn phﬁi Luu l.m;mg mang di vao cho nhiéu O > ‘
server, dam bdo khdng server ndo b qua =
tai.
@ Reverse Proxy? o
+ Server ding trude cac backend server, E ) ‘
chuyén tiép request clia client téi chiing o}
réi tra response nquoc vé cho client.
(3) API Gateway? [
* Diém vao duy nhat cho moi request tir 9 —p ‘
client, chiu trach nhiém dinh fuyén ching R

161 a‘ﬂng service.

(8) Monolith vs Microservices?
* Monolith: M&t codebase duy nhat, trién khai nhu mat
khai duy nhat.
+ Microservices: Ung dung duoc tach thanh nhiéu
service doc lap.

@ High Availability?
* Heé thdng duy tri hogt ddng Lién tuc trong thai gian rat dai

ma gan nhu khdng cé downtime.

Fault Tolerance?
* Heé thdng van tiép tuc hogt déng ding ngay ca khi mat vai
thanh phdn bén trong qdp su cd.

Muc tiéu la thiet ké hé thong cé kha ndng mé rdng,
"u' & - - -~ - % % o' - #
€ dang tin cdy, Wwén san sang va toi uu chi phi.

—————————————————————————————————————————————

Trang 1/5

Functional Non-Functional
* Tinh néing * Higu ndng
* Hanh vi * Scalability
* Logic nghiép vu * Availability
* Security
Téinhe  Taitrung binh Téi cao

Scale Up (theo chiéu doc) vs Scale Out (theo chiéu ngang)

Vertical ScuLing

0-F

Manh hon

| Server 1

AP

ki ‘ | Server 2
- Balancer |\ ! -

' Server 3 |
| | server1 |
R ' ( \:
everse ‘ —» [ server2 )|
. Proxy | 3 5
§ Server 3 |

'_ User Service

I : : "
| Gateway < Order Service |

| Payment Service |

Monolith
[ u ]
v

| Business Logic + Data Access |

v

Horizontal Scul.ing

g

| N N ]

Nhiéu may hon

* High Availability
+ Hiéu ndng 16t hon
- Fault Tolerance

+ Caching
- Nén dix ligu
+ SSL Termination

B R

———————————————————————

* Routing

- Xac thuc

* Rate Limiting
* Gidm sat

e

_______________________

Microservices

u ]
—

_ * _ + +

| Service A | _ Service B JI | Service C

v

v v

Bat duoc nhd Redundancy, Failover, Load Balancing,

Repl.icu, trien khai trén nhiéu Data Center...

—————————————————————————————————————————————
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™ *

| DATABASE & STORAGE |
SQL vs NoSQL?

- N

% E Vi sao quan trong? E
SaL NoSGL | Gilp chon diinq loai database dva |}
* Quan hé (dang bang) * Phi quan hé (Key-Value, Document, Column) E trén use case, nhu cau mé rdng E
* Schema cé dinh * Schema linh hogt . vamirc dd nhat quan dix Ligu. :
- Tudn thi ACID -+ BASE (Eventually Consistent) e s s S ’
* Verfical scaling * Horizontal scaling

* VD: MySQL, PostqreSQL * VD: MongoDB, Cassandra, DynamoDB, Redis
@ Database Indexmg : bicex . L {Usfm) E Vi sao quan frong? E
* Index la cdu tric dit Lidu gidp tang toc do 'i L ] ¥en E Téng t6c truy vén tim kiém |
truy xudt di Ligu. BN iy e | nhung Lam cham thao tac ghi. !
* Cdc Logi: Primary Index, Secondary Index, | 30 | 20 | Bob | Banh index hop Ly La chiakhod 1
Clustered Index, Non-Clustered Index. w0 [ 30 | Charlie E cho hiéu néing. :
— 40 | David -— ’
£ . }

@ Database Replication?
* Sao chép dit Ligu tir database ndy sang

database khdc dé cdi thién tinh san sang va /\,
hiéu ndng doc. 6 E:_:j

* Céc kiéu: Master-Slave, Master-Master. Replica

@ Database Sharding?

: Users DB

(D

Vi sao quan frong?

Mang lai tinh sén sang cao va
khd néing chiu Loi. Luu luong
doc c6 the duoc san sé sang
cac replica.

Replica

e

-| Vi sao quan frong?

- Chia mot database Lén thanh nhiéu ph-:ln

' } }
nhé, doc Lap nhau goi La shard. 6 6 8

* Mai shard duoc luu trén mot server riéng Shard 1

Shard 2
(G-N)

bict (A-F)
@ Partitioning vs Sharding?
Partitioning Sharding
* Chia mdt bang thanh nhiéu phan nhé  + Chia di¥ ligu ra nhiéu database /
hon trong cing mgt database / server khac nhau.
server.

HG tro m& réng theo chiéu
ngang biing cach phan tan dir
Lieu trén nhieu server.

_______________________

Shard 3
(0-2)

Vi sao quan frong? :

I
Partitioning de mo réng bén frong mat PB. :
Sharding d€ mé réng ra nhiéu DB. ;

Read Replicas? 8- 8 B “;qﬂ;;,;é;{;nq;@;;; ------- ;

S:: :hill .::Z ;;L;i database chinh, diing riéng P?ﬁ‘;‘;}f‘f R;:::‘l : Re[ﬁali?:i 5 i +Tén :‘ﬂ:;g ﬂ""; \,ﬁh i
oC. ! gidm 1di cho ase chinh. |
* Hiu ich khi mé réng (ng dung cé luong doc oo o ot e L ’
Lom.
@ Dinh L\? CAP? € — Consistency (nhdt quan) Vi sao quan frong?

* Mt hé thdng phan tan chi cé the dat duoe A — Availability (san sang)

t6i da 2 ‘l‘rnng 3 \_,fé"u 16 sau: P — Partition Tolerance (chiu phan manh

mang)

ACID vs BASE?

Giip hiéu r cac danh d3i khi 1
thiet ké he thong phan tan. |

Vi sao quan frong?

ACID (SQL) BASE (NoSQL) ! ACID dém bio 3 tin cdy cho DB quan he. BASE
* Atomicity — nquyén tix * Basically Available 5 dugc ding trong NoSGL dé dat tinh sin sangva |
* Consistency — nht quan * Soft State E kha néing mé rong cao. E
* Isolation — cd lap ~Eventudy Conststeye—— /4 m 0 ————————
* Durability — bén viing
Eventual Consistency? Capnhat | o | Capnhdt | v quan frong? ‘
* Heé thong s& tré nén nhat quan sau mat [l Re=t SESE ] WC2 ‘ i Mang lai tinh sén singcao |
khoang thei gian, chir khdng nhét quan (t=0s) | (k=55) | | E biing ik chdp nhan di Liéu E
ngay lap Tic. E Lech nhau tam thei. E

* Rét phd bién trong cac hé théng phan tan.

Normalization vs Denormalization?

* Normalization: Tdach dir liéu thanh nhiéu banq de Loai bé triing Lap —

ghi nhanh, doc phdi JOIN nhiéu.

* Denormalization: C3 y Ldp Lai dirLiéu d& giam JOIN — doc nhanh, t6n

dung luong va khé dong bs hon.

N O S R e e o E e e

Vi sao quan Trong?

The hién kha niing can bdnq gitia tinh toan ven E
dir Ligu va hiéu niing doc khi thiét ke schema. i
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e * °®
| HIEU NANG & CACHING |

can A ot Khéng c6 Cach P N e e | \

@ CaChmg la 9'? - = a% + Vi sao quan trong? !

. T = a ) s d ser |—*> £ I

Luu dir Ligu hay duge truy cdp vdo by nhé dé : | Cai thign thoi gian phan hdi,

nhiing request sau duoc phuc vu nhanh hon. & i E gidm tdi database va tang kha |

+ Giam db tré va giam tai cho database. User | —> | Cache |— 6 | ndng méd rong. E

@ Cache Aside Pattern? (Request ]=» G E ﬁ I Vi sao quan trong?

Ung dung tim dix Liéu trong cache trudc. A o ol ' 5am bao dit Ligu ludn méi va i

* Néu miss thi Ldy DB, ghi vao cache roi ! - E giam bért cac truy vén !

tra vé cho user. | Ldy tirDB & ghi vao cache : . database khdng cdn thiét. i

* La chién Luoc caching phd bién nhat. = 020 2 =eesnesasowsveacoRfes E

@ Write Through vs Write Back? ' Vi 500 quan trong? :

Write Through ' Write Back + Giip chon ding chién luoc caching dua i

* Ghi dir ligu vao cache va DB cling lic. - Ghi vao cache trudc, DB duoc cap nhat E trén danh ddi gitra tinh nhdt quan va |

* An fodn hon, nhung chdm hon. . sau.

* Nhanh hon, nhung c6 rii ro mat dr Liéu.

higu ndn q.

____________________________

@ Redis? Ung dung thue 16 E Vi sao quan +rung? E

* Kho di¥ liéu in-memory, ding lam database, ¢ fuchmg_ E LIS e i

he va message broker ~~ ol ol ' ghé feoma khiids dmo—?

C':c . ~— Bang xép hang , ghep quan Trong khi xay aung i

+ H3 tro strings, hashes, lists, sets, sorted S Rt i E hé thang hiéu nding cao. ]
sefs... - Analytics théi gianthee

User — ol e L )

@ CDN? O origin | 1 Vi sao quan frong? !

- Content Delivery Network — mang phdn [\ﬁ;:;nm] \_Server (VN) Server | ! Giam d6 tr, an g tdc 46 ta i

F’hn' ndi dung. ' 1 trang va chiu duoc luong truy |

* Phdn tan nai dung t6i nhieu server dat & , cap Lom E

nhiéu vi tri dia Ly.

* Dua ndi dung 161 nquoi ding nhanh hon.

Rate lel’ﬂng O Requests ﬁ o —

_______________________

Vi sao quan frong?

* Gidi han 58 Luong request ma mét user i Rate Limiter ! Bdo vé API kho bi Lam dung va i

duoc phép gii trong mét khodng thoi gian. (100 req/phit) E dam bdo chia sé tai nquyen !

* Ngan lam dung va bao vé hg thang khéi qua E cdnq bdng. E

- e it

@ HESSUgE GUEUB? . Producer |—- ( IZI[EE() — | Consumer | Vi sao quan +rc_mg? i
Hﬂﬂg Hm gIU' cac MESSESE giuu cac service, Hgssagg Queue Cai 'l.'hiréﬂ hiELI Hﬁng. aa tin

cho phép giao hap bat dang ba.
* Gidp giam phu thudc Ldn nhau va Lam phﬁng
cac dot tai dot bién.

Katka vs RabbitHQ?

Tieu chi Kafka RabbitMQ
Bdn chat Distributed Commit Log Message Broker
Mo hinh Publish / Subscribe Queue (Point to Point)
Luu trir Trén dia, throughput cao In-memory, linh hogt
Hiéu nding Rat cao Trung binh
Use case Event Streaming, Analytics Task Queue, Workflow
dempotency? [ Client |mques+| Seiver méfﬁ.:.

* Ddm bdo nhiéu request gidng hét nhau tqo
ra két qud y nhu khi chi gli mgt request
duy nhat.

(30) Bloom Filter?

+ C@u tric dir Liéu xac sudt, trd Loi nhanh cau héi “phdn +ir nay chéc chan khéng tn

tai hay cd thé 1n tai?".

+ Rat tiét kiém bd nhé; cé false positive nhung khdng bao gi& c6 false neqative.

cdy va giam su phu thudc chat
gitia cdc thanh phan.

———————————————————————

Vi sao quan trong?

dua trén use case va yéu cdu cu the.

: Giﬂp chon a‘ﬂng hé +h5ng messaging i

Vi sao quan frong?

Ngdn cac thao téc bi Ldp Lai, vi
du trir tien hai lan khi thanh
todn.

———————————————————————

Vi sao quan trong?

Gidp franh nhiing Ldn truy van PB vd
ich khi dir Ligu chéic chén khdng ton
tai.

————————————————————————————
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| HE THONG PHAN TAN

@ Consistent Hashmg
* K§ thugt bdm diing trong hé phdn tan de
trai dit lieu ra nhiéu server.

+ Giam thiéu luong dix Liéu phai di chuyén khi
thém hodc bot node.

@ Leader Election?
* Qua trinh chon ra mgt node duy nhat Lam

leader trong sd nhiéu node ctia hé phan tan.

* Dam bao su phdi hop va tinh nhat quan.

(33) Distributed Lock?
* Khoa hogt dong xuyén sudt nhiéu tién trinh

*

Server A

Leader

Xin

| Client | i Nz | Tai nguyén._

E Vi sao quan trong?

i Ddm bao dir Ligu phan bg déu
E va giam viéc phdi cén bfing Lai
E khi s8 luong server thay doi.

———————————————————————

Vi sao quan frong? E
E Cdn thi€t cho viéc phéi hop, E
' xrly failover va tranh xung |
E dat gitia cac node. E

Vi sao quan trong?

Redis | Ngéin race condition trong

/ nhiéu server. Bkt (Dsmitetod) E mdi trudng phan tan, vi du khi i

+ Dam bdo tai mét thai diém chi mat tién i xtrly thanh foan. E

trinh duoc fruy cdp tai nquyén ding chung. ey i

(39) Circuit Breaker? i (chorecqustaua) | | (chomresuest) || Gty |+ Vi 500 quan frong?
* Ngén he 1""6“9 lién tuc goi Lai nhiing thao Vurt nguing i Sou fimecut 1 Tdng d6 on dinh va ngdn hiéu E

tac nhiéu kha nang sé that bai. _ | ; imgq L6i Lan truyén day chuyén |

* C6 3 trang thai: Closed, Open, Half-Open. SRabe SR E (cascading failure). E

(35) Retry Mechanism? e ;:’:T“h“m:ﬂz N = ! Vi s00 quan trong? !
* Ty ddng thirLai mét thao téc da | Request || L&i |- | (chots) |7 | (cho2s) |7 | (chorts) |7 Lo J E Xirly duoc cc i tam

that bai sau mét khodng cho nhat E thdi va ndng cao @5 tin E

dinh. i cdy ctia hé thdng, E

* Nén diing kém exponential backoff.

Saga Pattern?
* Dung de quan Ly fransaction trdi dai
trén nhigu microservice.
- Gom mdt chudi cdc transaction cuc bd di
kém transaction bu trir (compensating).

@ Event-Driven Architecture?
+ Cac thanh phdn giao tiép véi nhau thang
qua su kién (event).
* Producer phat ra event, consumer phdn
fmg Lai véi chﬂng.

WebSockets?

* Giao thirc cho phép giao hé'p hai chiéu
(ful.l.—duplex} trén mot ket ndi TCP duy
nhat.

* Ly tubng cho cdc {ng dung thoi gian thuc.

Long Polling vs WebSockets?

| Service A ~ | Service B - | Service C _'* : Thanh céng |

i S R ——

Khéng

Bl trik A Bl trik B Bl trik C cnbil
Event Phat | Event Bus Nbén |

— —

Event .
Producer | ®*™ | (Kafka/RabbitHQ) | 2ot Consumer |

Vi sao quan trong?

Gilr dwoc tinh nhat quan dir
lieu qua nhiéu service ma
khdng can dung 2PC.

——————————————————————

E Vi sao quan frong? :
i Mo rongrat tot, cacthanh |
{ phén it rang budc nhau va xir |

ly dugc theo théi gian thuc.
______________________ :
Bé&t tay (HTTP) e : _________ ; ———————
| Clien’r:. Giao iép 2 chigu |§r_\fe_r_ Vi sao quan h':_:ung_

K&t ndi mé téi khi déng

Tiéu chi Long Polling WebSockets
Két ndi Ldp Lai nhieu request HTTP Keét ndi bén, giir mé Lién tuc
Giao tiép Server traléi khi cd dit Ligu Hai chiéu, thai gian thuc
D5 tre Cao hon Thap hon

Service Discovery?

- Coché gidp cac service ty tim duoc dia chi clia nhau ma khdng can hard-code IP.

* Hai kiéu pho bién: client-side (Eureka) va server-side (qua load balancer). Céng

cu: Consul, etcd, Kubernetes DNS.

time nhu chat, cip nhat truc
tiép va game online.

———————————————————————

i Cho phép cac tinh ndng real- i

Vi sao quan trong?
Gidp chon ding phuong thirc giao tiép
cho timq bdi toan real-time.

-

Vi sao quan trong?

Can thiet khi cac instance duoc scale
l&n xudng Lién tuc va dia chi ludn
thay d3i.

————————————————————————————
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| BAI TOAN THIET KE (HE THONG THUC TE) |
() Thigt k& URL Shortener RN | P S

- Rat gon URL dai thanh ma ngun duy
nhat.

* Chuyén hudng fir URL ngfin vé URL géc.

* Chiu luu lugng doc Lém, Luu hang ty URL.

(42) Thigt ke WhatsApp (hé thdng

User

Redirect Service |---

| API Message
— -

(URLs) Kiém tra hieu biet vé
hushing, sinh ID, redirect va
khé niing mé réng.

e e ———

Y User

-.: Delivery E ? :
Chﬂ*) ;"5\ | Server Queue (Kafka) Service | é I Vi sao Quan 'l'l"'f_-'!ﬂg. :
: _ i Bao quat hé thong real- ;
* Nhén tin 1-1 va nhém theo th&i gian Database (Messages) E time, messaging, scaling va E
thue. i tinh nhat quan di Ligu. :
* Gl tin, trang thai online va thongbéoo. ~~ TTTTTTTTTIIImE T T .
* Mé& rong t6i hang ty nqudi ding.
User | Feed | Cache :_ ~ : ------------------- :
@ Tr:e‘l- r: Lnsjugrﬁm :Bed h 2 —"_ Service | (edy | na@h) : Vi sao quan ‘l‘rt}ng? !
I:n I fe RIS g o Hedia Storage (53) Content Ranking Service | : Kiem tra Xep hqngfﬁﬁd* i
video, reels. - caching, phan phdi ndi dung !
* Xirly hang friéu bai dang va luu luong i vakhandng mé rong. :
doc rat Lén. i i s e s e ’
® mtie (- (e T
— | Service | ranscoding i~ ol [ :
UPLﬂﬂd Luu ‘l."l"Lf XU l.’f va stream video. ikt DB Vil Uaars) | E Bao quu.i. it l? Vidﬂﬁ, CDN, E
* Xirly metadata, tim kiém, Like, binh t Lo trix, tim kigm vabai toan
Lugn, goi y. i quy md Lon !
* Phén phdi video chat lwng cao6quyms ~ TTTTTTTTTmmmmmmmOTOOOs J
Lén.
User API Recommendation R 1D e e T :
@ Thlﬁ'l' kE‘- NBHLIK ,E\ _h: Gafewu}f_ __h Service Service : Vi sao quan +mn9? :
jﬂ:raum phim va TV show 6 nquoi e v i Kiém tra kign tric i
ung. 1 Sh (Shows, Users) } streaming, hé goi ¥, caching 1
* Goi § ndi dung, nhiéu thiét bi, tai offline. i va phdn phdi toan cdu. !
* Quy mé toan cdu véi tinh san sangego. ~ TTTTTTmmTommomommomees ’
Thiét ke Uber i = 2= e ! Vi sao quan frong? i
ﬂqi’L x: gherh 1'é||h x:m theo ddi hanh trinh R i) E Kiem tra hé thang phan tan E
real-Time, Thanh toan. | ' theo dialy, dirLiéu real- |
* XLy cap nhat vi tri Lién tuc va mic i time, thuat todn ghépcipva |
ddng théi cao. E scaling. E
| _ T !
@ Thigt ké he +h0n9 Notification Client | __ | Nofification | | Message Notification | -Emal ! VI SO0 Quan trong? !
- Qi ‘l'hnng bao qun PLISh E-ﬂ'lﬂll. 'Lﬁﬂpa’wﬂh} AP ' Queue Worker . SHS : Bao qu&.'. aa tin Cﬁl}". co :
SMS, in-app. —— P ché retry, dakénh gir va |
» Xtrly khoi Luong Lén va co che sl . kha néing mé rdng, !
L 1 :
* Ho troLén Lich gii va template.
i 5. 5 — = API e Payment Bank / PSP :_ ¥ : ------------------- :
Thiet ke P?uymetﬁr theuuy —(ent == oty || Service || (senthiba) | | Vi 500 quan trong? :
: :hf'"‘lit"“'; _ﬂ: ol "h:uhphums thixc rr— | Kiém trabdo mat, d tin cay. !
QAN TIEN, ek Su gian dler). ' xirly giao dich va tich hop E
- Dam béo d5 tin cay va tinh nhat quan. | bén thirba. :
AL A Client - e T
Thiét ké imq dung Chat (real- A | WebSocket | | Hessage | | WebSocket | 5" | v} sa0 quan trong?
h me) :9\ Server | GQueue Server | ;9\

* Nhén tin real-time, chat nhom, hién
“dang g6, trang thai da qui.

* Luu tin nhén v& ddnq bé Lai khi user
offline.

Thiét ké Rate Limiter phén tan

Message DB (lich sirchat) |-

* Gi6i han s request theo user / API key trén nhiéu server ciing Lic.

* Thugt toan phd bién: Token Bucket, Leaky Bucket, Sliding Window Log / Counter.

Thuong ding Redis Lam bd dem ding chung.

:
Kiem tfra gico tiép real-time, |
WebSockets, presence va do E
tin cay khi gt tin. :

Vi sao quan trong?

Kiem tra kha niing quan Ly state ding
chung, xirly donq thai va +6i uu d
tre.

----------------------------



